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Technical Specifi cations
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TERMS OF REFERENCE
Activity Firewall

End-User Management Information Systems Division, OWWA
Central Office, Pasay City

Quantity One (l) Lot

Specifications Hardware Specifications:
Performance

o Firewall through 75,000 Mbps
o Firewall IMIX 33,000 Mbps
o Firewall Latency ( 64 blte UDP) 3 ps
o IPS through 29,500 Mbps
o Threat Protection throughput 6,500 Mbps
. Concurrentconnections 16,600,000
. New connectionsisec 368,000
o lPsec VPN throughput 62,500 Mbps
. Xstream SSL/TLS Inspection 8,000 Mbps
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Xstream SSL/TLS Concurrent connections 276,480

Physical Interfaces
. Storage ( local quarantine/logs) I x min.240 GB

SATA-III SSD
o Ethernet interfaces ( fixed) 4 x GbE cooper
. 4x2.5 GbE cooper
o 4 x SFP+ 10 GbE Fiber*
. BYPass Port Pairs:2
. Management Ports I x RJ45 MGMT
o lX COM RJ45
. I x Micro-USB (cable incl.)
o Other I/O ports 2 x USB 3.0 (front)
. Number ofexpansion slots 2
. Flexi Port modules
o (optional): 8 port GbE copper
. 8 port GbE SFP fiber
o 4 port l0 GbE SFp+ fiber
. 4 port GbE copper bypass (2 Pairs)
. 4 port GbE copper PoE +
. 4 port GbE copper
o 4 pon2.5 GbE copper PoE
. 2 port GbE Fiber (LC) bypass

. + 4 pon CbE SFP Fiber
o Max. total pon density (incl. use of modules) 28

r Max. Power-over-Ethernet (using Flexi Port

module): 2 modules: 4 ports, 60W max. each

o Optional add-on connectivity SFP DSL module
(V DSL2) SFP/SFP+ Transceivers

o Display Multi-function LCD module

Physical Specifi cations
. Mounting: lU rackmount (2 rackmount ears

included)
. Dimensions Width x Height x Depth 438 x 44 x 510

mm
o Weight 8.7 kg/19.18 lbs (unpacked) 14.9 kg132.85

lbs (packed)

Environment
. Power supply: lnternal auto-ranging AC-DC
o 100-240VAC,3.7-7AA@50-60 Hz
o External Redundant PSU Option
o Power consumption: I 3 I W 1447 .43 BTU/hr (idle)
. 268.35 W/916.56 BTUihr (max.)
. PoE addition enabled: 1 52 W/5 l9 BTU/hr
. Operating temperature 0'C to 40'C (operating)

. -20oC to +70oC (stora e
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Humidity l0o/o to 90%o, non-condensing

Product Certifications
o Cenifications: CB, CE, UKCA, UL, FCC, ISED,

VCCI, CCC, KC*, BSMI, RCM, NOM, ANATCI+,

TEC

Base Firewall
o Ceneral Management
o Zone-based Firewall Features
o Firewall, Networking and Routing
. Base Traffic Shaping Quotas
. Secure Wireless
o Authentication
. User Self Service Portal
o Base VPN Options
. Single lPsec and SSL VPN client software

Network Protections Features
r Intrusion Preventions (lPS)
o Advanced Threat Protection and Security Heart

Beat
. Remote Ethernet Device (RED) VPN
o Clientless VPN

Web Protection
o Web Protection and Control
. Cloud Application Visibity
. Application Protection and Control
o Web and App Traflic Shaping
o Second independent malware detection engine

(Avira) for dual-scanning

Sandstorm Protection Subscriptions
. Sandstorm Cloud Sandbox Protection
. Logging and Reporting

Email Protection
o Email scanning with SMTP, POP3, and IMAP

suppor
. Reputation service with spam outbreak monitoring

based
on patented Recurrent-Pattern-Detection technology

o Block spam and malware during the SMTP
transaction

o File type detection/blocking/scanning of
attachments
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Web Applications Firewall
. Reverse proxy
o URL hardening engine with deep-linking and

directory traversal prevention
. Form harden ing engine
. SQL injection protection
. Cross-site scripting protection
o Dual-antivirusengines

Warranty and Support
. Regular daily pattern updates and firmware updates

within the subscription period.
o Includes 8 x 5 Technical Support Service within the

subscription period
. Includes 24 X 7 Technical Support Service via

remote access assistance through web, phone, email
and vpn access

o Within (2) hours response time for email support
assistance.

. Hardware replacement or service unit with the same

or higher model shall be provided within 4 hours

should the equipment encounter hardware lailure
t Should be an MSP-Platinum Parlnet fot lhe

product or with an issued Certificolion fiom lhe
manufocluret thal the bidder is an aulhorized
reseller

. Have al least (2) cerlified engineers for lhe
ptoducl

o Have a quarterly systems check-up for health

monitoring
o l -year warranty

Budget Amount Php I,500,000.00

Fund Source 2024 ISSP Approved Budget
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